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1 Preface

1.1 The Security of Regular Backups

Your company has selected CloudAlly for backing up your data. All your Microsoft
365 data is securely protected with easy recovery from data loss. CloudAlly
comprehensively backs up your Microsoft 365 Exchange, OneDrive, SharePoint,
OneNote, Teams & Groups data on industry-leading AWS S3 storage.

Your System Administrator has already set up your regular Microsoft Exchange
backups for you, and they are safely tucked away in the cloud, should you ever
need to access them.

1.2 Your Guide to Data Recovery

This guide picks up where your System Administrator left off: giving you the ability
to restore or export your Microsoft data, from a single email, contact, or task, to an
entire mailbox. Whether your data was accidentally deleted or corrupted,
CloudAlly will ensure that you are back up and running again in no time.

Note: This feature is in beta. Feel free to try this early version, and send us
your feedback and suggestions for improvement.
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2 Recovering Your Backed Up Data

2.1 Signing In to your Account
The first step in recovering your backed up data is signing into your account.

1. Navigate to the CloudAlly sign-in page at
https://app.cloudally.com/newapp/sign-in.

2. Sign in with your Microsoft credentials.

Sign In to your Account
Don't have an account?
or
. S Sign In with Google
B Sign Inwith Microsoft
[ ° Sign In with Okta

If your Microsoft 365 data has been backed up, you will see the following screen:

" : CE 25.3.1
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Note: If you do not see a Microsoft tile with a Recovery button, let your

Homepage
Homepage
What would you like to recover?
Microsoft Exchange Microsoft OneDrive
Lemontea_Exchange Lemontea_OneDrive
Last Backup 8 days ago Last Backup 10 hours ago
{ Recovery { Recovery
System Administrator know.
2.2 Microsoft Exchange Recovery
221 Selective Recovery

This section describes how to use Selective Mailbox Recovery to choose the

specific item(s) you would like to restore or export.

Full Mailbox Recovery

services will be completely recovered.

Recover a complete Exchange mailbox or only certain Sub Services. The selected sub

Selective Mailbox Recovery

Browse & Search Exchange mailbox backups and select which items to recover.
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222 Browsing Your Most Recent Backed Up Data

Your screen displays the most recent backed up data, separated by sub-services.
By default, Emails are displayed first, but you can click on any of the other tiles to
see backed up Contacts, Tasks, Calendars or Notes.

o Browse Backup for "MS Exchonge Bockup™
- a
=3
o . B Advanced Search
B i - '‘He e = Ml e L

u The number on the tile shows how many items (emails, contacts, tasks,
events, or notes) were backed up.

u The colored status indicator lets you know whether the sub-service was
successfully backed up, whether it was partially successful, or if it failed.

2.2.3 Choosing an Earlier Backup Date
If you'd like to restore data from an earlier backup, click the calendar icon.
Browse Backup for “Full MS Exchange Backup”
u Bob Smith bob.smith@cadsoftware.onmicrosoft.com
=
by 95 * 5 L. 12
= Emails a% Contacts Tasks

You will see the following screen. Once you click a particular date, a tile will open,

indicating whether the backup was successful, partially successful, or if it failed.

Select your desired date, and click Confirm.

cloudally CE25.3.1
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Choose the Backup Date

JuI 2022 Successful Backup Successful Backup
05:02 AM Jul 05 2022 11:19 AM Jul 05 2022
Su Mo Tu We Th Fr Sa

01 02
3 o @ o o7 o0z 0
0 1 1 @ ;(3 1“4 15 16
17 18 19 20 21 22 23

24 25 26 27 28 29 30

Cancel

Legend: Meaning of Dots

Dot Color Meaning
Green Successful backup
Orange Partially successful backup
Two dots Multiple backups on that date

Choosing Items to Restore or Export
After you have selected the date of the backup, and the sub-service to recover,
you need to choose which items to restore or export.

The Recovery folders are in the same familiar order as they are in Outlook, to make
it easy for you to find the item you are looking for.

- CE25.3.1
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Folders

Inbox
Drafts
Sent Items

> Deleted Items
Junk Email
Archive

Conversation History

Outhox
» Recoverable Items
. In-Place Archive

» [ (Restored emails) - backup 2022-06-02 08:49

» [ (Restored emails) - backup 2022-06-14 02:01

In addition to the usual folders, such as Inbox, Sent Items, and Deleted Items, at
the bottom of the list you will find the Recoverable Items folder, and the In-Place
Archive folder (if it has been activated) followed by CloudAlly Restored folders,
indicated by "Restored emails" and the date of the restore.

CIOU " v CE 2531
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2231 Email

Select any folder, such as the Inbox, to see its contents.

Browss Backup for “Full 5 Eschange Backup™

®
(o] Astvanced Saurch

=T

mais = comsens

o)
3

You can choose one or more messages, or you can choose the entire Inbox.

u To restore everything, all of the folders and their contents, click Folders.

u Or, select the menu in the Email tile, and then Select All.

Browse Backup for “Full MS Exchange Backup™
User Name Email
ﬂ Bob Smith bob.smith@

° 95 : . 5

| s o

S Emaits m Contacts
Folders
3 Inbox

m If you looking for a specific email, click the arrow of the email to see the first

line of the message.
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2.2.3.2 Contacts
When you select Contacts, you can see all of the details about the people in your
list: Name, Email, Phone, Address, Job Title, and Company name.

'8 :nanls 5: ;omous ) @ IY:)SKS - ﬁ :;em!ors - @ :1'0!2!
| 5 [ Contacts el
B joefamage e famagody m
Job Tithe:
2.2.3.3 Tasks

When you select the Tasks sub-service, you can see the Subject, Status and Due
date.

B m ™ ~
Cemacts 1 Tomks 1 catendars = notes

Clouda I I)~ Rev. Date: Octo(b:gr,z25(.)32‘;

NEVER FACE DATA LOSS

Visit our Customer Support Hub



https://support.cloudally.com/

End-User Recovery User Guide

Page 11
Recovering Your Backed Up Data

2234 Calendar

When you select a Calendar event, you can see the start and end dates, and if you
select it, you can see the description.

S e Il S W e ‘e S =
| .
2.2.3.5 Notes
When you choose a note, you can preview its contents.
E ::noils ; &% (slontucts : @ :sks : i:endars : @ :lol!s
B roders ] Subject dated
| | rotes Find a new mushroam supplier - the latest deliveries have been terrible quality 04, 2022 at 01:40 PM v
MNeed to do more market ressanch - should our 1mato Sawce be MOre Savory of Sweet? Ik 04, FECZ2 At 01:40 PM w
Check out gluten-free pizza option Jud 04, 2032 at 01:40 PM v
224 Restoring or Exporting
Once you select one or more items, the Restore and Export buttons become
active. When you click either Restore or Export, you will see all of the sub-services
that you selected. You can turn off any of the sub-services you don't want to
recover.
cloudally
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Sub Services selection and configuration

a8 4488

Selective Mailbox Restore for bob.smith@ca4software.onmicrosoft.com o

=

Emails

Contacts

Tasks

Calendars

Notes

Restore Type

Non-destructive restore

Existing data will remain as-is, and the
restored data will be in a dedicated
folder, preserving the original folder
structure.

Use this option: to keep restored data
separate, enabling manual drag & drop
of items to relevant folders.

Choose one of the following:

Non-destructive restore:

Replace restore

Existing data will remain as-is

Restore Options: Choosing the Restore Type

Deleted items and folders will be restored from the snapshot to a new,
dedicated folder with the name [Restored] name. The original folder

structure will be preserved.

Use this option: to keep restored data separate, enabling manual drag &

drop of items to relevant folders

The restored items will be located in the same place as the existing
items, not in a separate folder, which is created when you choose non-

destructive restore.

Deleted items and folders will be restored from the snapshot.

Existing items will be overwritten with the snapshot version.

Use this option: to restore or repair deleted / modified items.

Visit our Customer Support Hub
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2.2.6

227

u Bypass Restore

. The restored items will be located in the same place as the existing
items.

. Deleted items and folders will be restored from the snapshot.
. Existing items will be skipped.

. Use this option: to restore deleted data.

Export Options

When you choose to export your backed up data, there are other options on the
screen.

u Click the gear-shaped settings icon. The following option is available:

. Use 20 GB chunks: By default, 5 GB files are exported, But if the
mailbox is very large, you can choose to generate 20 GB files instead,
saving you time and effort.

() & Emails S

Optionally include:

Use 20GB chunks for .pst instead of 5GB

u Select the export ZIP destination, such as direct download, Amazon S3,
Azure Blob, Box, Dropbox, AWS S3 Compatible or Google Cloud Platform.
Depending on which option you choose, there will be other data to complete
(e.g., Bucket Name, Access Key and Secret Key for Amazon S3).

Note: The default "for download" option exports the file to your local storage
device.

Completing the Selective Restore or Export

u Review the information on the confirmation screen. If the information is
correct, click Next and then Restore or Export to begin the recovery task.

"y CE25.3.1
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Selective Mailbox Restore for bob.smith@cadsoftware. onmicrosoft.com [ s}

Please Confirm

The Restore Request for: = Emails 22 Contacts @ Tasks [ Calendars @ Motes

Backup Date: 05:21 AM Jul 14 2024

Restore from archive of: bob.smith@cadsoftware.onmicrosoft.com @
Restore to: bob.smith@cadsoftware.onmicrosoft.com

Restore type: Bypass

Cancel [ Restore

m You can check the Jobs page to see the status of your job. See Tracking
Recovery Tasks on the Jobs Page for details.

u When the restore or export is complete, you will receive a notification email.

m If you chose to export, click Download Results on the Jobs page.
a8 ""”["“‘1 i o

A new page will open which will enable you to download your data file.

e M Dnchange Backup

(0]

o
clou " - CE25.3.1
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To perform a granular, keyword search, on the backup page click Advanced
Search.

Browse Backup for “Full M5 Exchange Bockup™

®
B
B ) S ‘e L. || [P ‘B®)
You will see the following screen
(al
™™ Restore or download Microsoft Exchange Backup task: WidgetCo_Exchange
Please select your preferred choice for restore
) Via ltem Search
Use this option to search all the backup snapshots of this service for a particular keyword or name. To search for an exact phrase, including an email address, use double-quotes (7]
For example: "userficompany.com” or “Imparant update”
= M Email
&
.
.
(L

Enter your search criteria for any of these sub-services:

. Email - Enter a keyword in the Search for field. For advanced search options,
click the down-arrow and provide the following details in the drop-down
form:

. From: Enter a name or email address from which the email was
received.

. To: Enter a name or email address to which the email was sent.

. Subject: Enter a keyword that matches any text in the email subject.

. Date from / Date to: Enter the date range of the emails you would like
to restore.

m Contacts: Enter a name in the Search for field.

. Tasks: Enter a keyword in the Search for field.

od "y CE25.3.1
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m Calendars: Enter a keyword in the Search for field. For advanced search
options, click the downward-facing arrow, and provide the following details
in the drop-down form:

. Description: Enter all or part of the event description.
. Owner: Enter the user name or the email address

. Date from / Date to: Enter the date range of the calendar you would
like to restore.

24 Performing a Full Mailbox Recovery

Full Mailbox Recovery

Recover a complete Exchange mailbox or only certain Sub Services. The selected sub
services will be completely recovered.

Choose Recovery Options:

® Export Restore

1. Click Export to download a zip file of your backed up data, or Restore to copy
the files back to your mailbox.

2. Choose the backup you want to recover.

a. First option: restore the Last Backup.

b. Second option: click Specific Backup Date and select a backup date from
the calendar with a backup status indication. (See "Choosing an Earlier
Backup Date" on page 6.)

3. Select which sub-services to export or restore. The default is all sub-services,
but you can turn off any of the individual sub-services.

24.1 Export Options

1. If you click the gear-shaped icon on the Emails tile, you will see the extra option
of Use 20 GB chunks. If the mailbox is very large, this option has the benefit of
generating fewer files that are each 20 GB, rather than the default size of 5 GB.

C!OU "y CE25.3.1
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24.2

243

2.5

251

cloud

2. Select the export ZIP destination, such as direct download, Amazon S3, Azure
Blob, Box, Dropbox, AWS S3 Compatible or Google Cloud Platform. Depending
on which option you choose, there will be other data to complete (e.g., Bucket
Name, Access Key and Secret Key for Amazon S3).

Restore Options

See "Restore Options: Choosing the Restore Type" on page 12.

Completing the Full Recovery

The rest of the full recovery flow and monitoring the recovery results on the Jobs
page, are similar to what is described in "Completing the Selective Restore or
Export" on page 13.

Microsoft OneDrive Recovery

Two recovery options are available for Microsoft OneDrive data:

m Recovery via Snapshot

m Recovery via Search

Select the Recovery tile in Microsoft OneDrive to restore data.

Recovery via Snapshot

A snapshot is a copy of data taken at a specific date and time. Recover all data
from a snapshot or open a snapshot to restore a specific item.

CE2531
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2511

Restore or download Microsoft OneDrive Backup task: Lemontea_OneDrive

Please select your preferred choice for restore

| @ viaSnapahot ~
A snapahot 15  copy of your onllre application data Laken at & speofic date and Beme. Lise this option 1o recover 4 of your dats, or drill down into the snapshor
10 recover a particulas Kem.

The Data changed from and To fields let you select a date range for restored data.

m Leave both fields blank to view all available snapshots.
m Enter dates in both fields to filter and restore data changed within that range.

m After setting your preferred dates, select Continue to proceed.

Select the snapshot data to restore.

From the archive list Below select the relevant iems, then click on “restore” to perferm a non-destructive restore directly to the online service. or “download”® to create & sip extract of the
data.

Mitrnadt Diradiive a

Browse for the file to restore or export. Select a single file or multiple files from
the list.

Restoring or Exporting

Once you select one or more items, the Restore and Download buttons become
active. When you click either Restore, you will see a few restore options:

Replace Restore

u The restored items will be located in the same place as the existing items, not
in a separate folder, which is created when you choose non-destructive
restore.

u Deleted items and folders will be restored from the snapshot.
m Existing items will be overwritten with the snapshot version.

m Use this option: to restore or repair deleted / modified items.

"y CE25.3.1
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2.5.1.2

Bypass Restore

u The restored items will be located in the same place as the existing items.
u Deleted items and folders will be restored from the snapshot.
u Existing items will be skipped.

u Use this option to restore deleted data.

Duplicate Restore

u Restores items to their original location.
u Deleted items and folders are restored from the snapshot.
u Existing items remain unchanged.

u Duplicate copies of existing items are created in the same location. Each
duplicate has a unique suffix indicating that it is a copy (such as a time
stamp).

u Use this option to compare versions or preserve both original and restored
items.

PMlease confirm the restore request

Fivy Abarmpsind. comparyonalis kevsc lemonles e

job Laball e

- plags reators to the live aite i alse svailable, please salect how you
want to handle existing daea

Users can view only their own account information and cannot restore data to
another user.

Export Options

Use 20 GB chunks: By default, 1 GB files are exported, but if the file is very large,
you can choose to generate 20 GB files instead, saving you time and effort.

C\I/oud I I)V Rev. Date: Octo(b:Er,z25(')3£;
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Flwase condirm the sapast reguest o

Eainilanshra an

e cor e soamit brve lenorine

Select the export ZIP destination, such as direct download, Amazon S3, Azure
Blob, Box, Dropbox, AWS S3 Compatible, or Google Cloud Platform. Depending
on which option you choose, there will be other data to complete (e.g., Bucket
Name, Access Key and Secret Key for Amazon S3).

Note: The default "for download" option exports the file to your local storage
device.

C!OUd "y CE 25.3.1
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2.5.2

Recovery via Item Search

Search all backup snapshots of this service by keyword or name. To search for an
exact phrase, including an email address, enclose it in quotation marks (" ).

Use these fields to search for backup snapshots of your service by keyword, name,
or date.

u Author

. Enter the name of the author to filter items created or modified by that
person.

u Item name

. Enter a keyword or part of the file name to search for matching items.

u Date from

o Select a start date to find items modified or created on or after this
date.

u Date to

. Select an end date to find items modified or created on or before this
date.

(¥} Via ltem Search

Use this option to search all the backup snapshats of this service for a particular keyword or name. To search for an exact phrase, incheding an email address,
use double.quotes (7). For example: "user@company.com® or “important update®,

~

— Author

I Item name
Enter a term that matche
Date fram

Date o

"y CE25.3.1
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2.6 Tracking Recovery Tasks on the Jobs Page

The Jobs page shows the status of restore and export jobs from the last seven
days. In the navigation pane, select Jobs.

The top section summarizes jobs that are in progress, completed, or failed.
Select a status to filter the job list.

u The bottom section shows the status of each job.

m For export jobs, select Download Results to open the exported file.

Note: If your recovery job was not successful, please contact your System
Administrator for assistance.

e — a )
EOEDED S
oK by Restore
BB ok ot Export
[ oo o]
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